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Synopsis

Secure Your Systems Using the Latest IT Auditing Techniques Fully updated to cover leading-edge
tools and technologies, IT Auditing: Using Controls to Protect Information Assets, Second Edition,
explains, step by step, how to implement a successful, enterprise-wide IT audit program. New
chapters on auditing cloud computing, outsourced operations, virtualization, and storage are
included. This comprehensive guide describes how to assemble an effective IT audit team and
maximize the value of the IT audit function. In-depth details on performing specific audits are
accompanied by real-world examples, ready-to-use checklists, and valuable templates. Standards,
frameworks, regulations, and risk management techniques are also covered in this definitive
resource. Build and maintain an internal IT audit function with maximum effectiveness and value
Audit entity-level controls, data centers, and disaster recovery Examine switches, routers, and
firewalls Evaluate Windows, UNIX, and Linux operating systems Audit Web servers and applications
Analyze databases and storage solutions Assess WLAN and mobile devices Audit virtualized
environments Evaluate risks associated with cloud computing and outsourced operations Drill down
into applications to find potential control weaknesses Use standards and frameworks, such as
COBIT, ITIL, and ISO Understand regulations, including Sarbanes-Oxley, HIPAA, and PCI

Implement proven risk management practices
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Customer Reviews

This is the best book I've found so far on IT auditing. It is thorough, yet easy to understand. If you



need detailed basics as well as experienced tip and want a book that's easy/interesting to read (as
much as an IT auditing book can be), this is the one!l can’t imagine anyone being disappointed with

this one.

| purchased this book while taking an IT Audit Course. The content in this book is great. You are
essentially taking the role of an IS auditor and this book provides "best practices" and explains to
you detailed steps of auditing an information systems. | am currently studying for my CISA exam
and the content in my CISA EXAM preparation book seems to be much easier since this "IT
Auditing" book essentially has laid down a foundation for me.Highlights?:-your entry level to an IS
Auditing environmentDowners?:-information is a bit datedShould you get purchase it?:Yes!- if you

want your CISA- if you like IS Auditing- if you like IS Security

| bought this book to help me get a basic understanding of auditing IT controls. | really liked the
organization of the book, the organization of methodology, and the concepts of what to audit. The

technical details of how to gather audit data were spot on and well explained.

This book covers a lot of material in a short space. It is easy reading and very well organized. |

couldn’t be more satisfied.

| needed a text that could give me guidance in performing IT audit specifically in the technical areas
such as auditing firewall, routers, etc as such this book was recommended by a fellow auditor. |
started reading the first chapter, which is "Building an effective Internal Audit". This was very
incitefullMy team and | were currently trying to decide on how we could add more value to the
company rather than just our doing regular audit. This chapter certainly assisted me to bring across
my suggestions more profoundly, such as playing a consultative role in projects and informal
audits.| havent gone through the entire book, but from the brief purusal of the book, it certainly going

assist me in doing my IT audits.

excellent book - very well written, well structured and contains v.useful checklists and info across

many IT audit targets. Highly recommend to someone getting into IT audit.

Good introduction into auditing. | got this book before my first day in auditing and many of the

principles discussed are exactly what | was being told.



As a newbie within the IT Audit profession, this book helped me bridge the gap and ensured | got
the basics covered.
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